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1 Executive Summary

Threat actors using Akira ransomware are stuffing leaked and purchased credentials into the Cisco
Adaptive Security Appliance (ASA) SSL VPN service to gain initial access to networks. Researchers have
observed successful authentication attempts at several organizations who use Cisco’s ASA VPN service
without MFA enabled. Targeted organizations with Multi-Factor Authentication enabled have seen
authentication attempts denied once MFA was not verified by the associated user. Organizations using
Cisco’s ASA VPN service are advised to rotate passwords regularly and enable MFA where possible.

2 Technical Analysis

Cisco’s Product Security Incident Response Team (PSIRT) posted on their website about attackers using
Akira ransomware to automatically target Cisco VPNs to brute force login attempts. Through a mixture of
brute force and credential stuffing, threat actors were able to breach at least eleven (11) customers
during the second quarter of this year.

After successful initial access, threat actors were observed using AnyDesk’s remote desktop service to
harvest credentials by exploiting the Local Security Authority Subsystem Service (LSASS) to dump
NTDS.DIT files from the network’s Active Directory service or from the local host’s process memory.
Equipped with network credentials, threat actors moved laterally to hosts with strategic value and
executed LockBit or Akira ransomware attacks.

While most successful unauthorized login attempts were associated with organizations with no MFA
enabled, some activity has been noted where threat actors attempted to use known vulnerabilities in
MFA. It is important to not just have MFA enabled but to ensure the service is up to date and all known
vulnerabilities have been patched by administrators.
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3 What UltraViolet Cyber is Doing

V Regularly updating our IOC & TTP databases to ensure alerting is up to date
V Monitoring commands that are associated with malicious activity from threat actors
V Monitoring network logs for traffic to known malicious sites

4 What Customers Can Do

V If your organization uses Cisco ASA for VPN, please ensure you have MFA enabled for all
VPN users
V Practice regular password rotation within your organization and ensure passwords are not

re-used after each rotation

V Disable default usernames and passwords to help block successful brute force login
attempts
V Enable logging on all VPNs to aid with monitoring, detection and remediation efforts
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