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1 Executive Summary

MuddyWater, the Iranian cyber espionage group associated with Iran’s Ministry of Intelligence (MOIS)
has leaked part of their new backdoor tool, dubbed ‘BugSleep’. This advanced persistent group (APT) is
known for exploiting compromised enterprise environments to send phishing emails to compromise
other environments. The group has been more active after the October 2023 conflict between Israel and
Hamas. While MuddyWater is still developing this new backdoor tool, researchers have already
documented command and control tactics within the currently available sample.

2 Technical Analysis

MuddyWater, also known as ‘Earth Vetala’, ‘MERCURY’, and ‘Static Kitten’, is believed to have started
operations as far back as 2017. The group primarily targets Israel, with other notable activity within the
Middle East, Asia, North America, Europe and Africa. Much of their work focuses on cyberespionage,
with their targets aligning with government and private organizations of interest to the state of Iran.

Check Point researchers recently shared a change in attack pattern associated with MuddyWater (MW).
Previously, MW would send a spear phishing email to targets within a specific industry to prompt the
recipient to download the Atera remote management tool from an Egnyte-hosted page. MW now added
a variation where the spear phishing email contains a PDF with an embedded link to download the
BugSleep backdoor.

Once downloaded, the backdoor sleeps for a period. This is a common tactic to avoid detection within
researcher sandboxes. The payload then extracts the encrypted configuration file and calls out every 30
minutes to the command and control (C2) server for further instructions. The communications to the C2
server are also encrypted, further increasing the difficulty of detection from security tools.

A variant of the custom loader injected encrypted shellcode into the running memory of Edge, Chrome,
Opera, AnyDesk, OneDrive and Powershell to further avoid detection. MuddyWater has used Telegram
APIs to establish encrypted C2 communications in the past, with their ‘Small Sieve’ Python backdoor
back in late 2021. Other encrypted channels may be added to BugSleep in future iterations.
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3 What UltraViolet Cyber is Doing

e We regularly update our Indicators of Compromise (IoC) databases
e Network monitoring tools to alert on traffic to known malicious sites

e Monitoring for commands associated with malicious activity from threat actors

4 What Customers Can Do

e Ensure your endpoint security tools are up to date with the latest malware signatures
e Train users to double-check meeting invites from organizations they are unfamiliar with

e End users should not download unsolicited applications from untrusted email domains or
senders

e If possible, whitelist the remote management tools authorized within your organization and
block unapproved tools from running
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